
w
w

w
.in

si
gh

tr
is

ks
ys

te
m

s.
co

m

Ex
pa

nd
in

g 
Cr

it
ic

al
 C

on
tr

ol
s 

w
it

h 
A

dd
it

io
na

l L
ay

er
s

H
ie

ra
rc

hy
 o

f C
on

tr
ol

s 
as

 s
up

pl
em

en
te

d 
w

ith
 In

he
re

nt
ly

 S
af

er
 D

es
ig

n 
(IS

D)
,  

Pr
ev

en
tio

n 
th

ro
ug

h 
De

si
gn

 (P
tD

), 
an

d 
Sa

fe
 a

nd
 S

us
ta

in
ab

le
 b

y 
De

si
gn

 (S
Sb

D)

Ph
ilo

so
ph

ic
al

ly,
 th

re
e 

fra
m

ew
or

ks
 a

pp
ly

 th
e 

hi
er

ar
ch

y 
of

 c
on

tro
l p

rin
ci

pl
es

 in
 th

e 
de

si
gn

 p
ha

se
 o

f a
 p

ro
ce

ss
, p

ro
je

ct
, o

r p
ro

du
ct

 –
 p

er
 th

e 
sy

nt
he

si
ze

d 
di

ag
ra

m
 a

nd
 e

xa
m

pl
es

.

In
he

re
nt

ly
 S

af
er

 D
es

ig
n,

 IS
D 

(K
le

tz
, 1

97
8;

 A
m

yo
tte

 &
 K

ha
n,

 2
02

1)
 is

 u
se

d 
in

 c
he

m
ic

al
 p

ro
ce

ss
 s

af
et

y 
an

d 
nu

cl
ea

r. 
It 

ar
gu

es
 th

at
 “W

ha
t y

ou
 d

on
’t 

ha
ve

, c
an

’t 
le

ak
”. 

It 
is

 s
af

es
t t

o 
de

si
gn

 
ha

za
rd

s 
ou

t o
f t

he
 s

ys
te

m
.

Pr
ev

en
tio

n 
th

ro
ug

h 
de

si
gn

, P
tD

 (G
am

ba
te

se
 &

 H
in

ze
, 1

99
6,

 A
N

SI
/A

SS
P 

Z5
90

.3
-2

02
1)

 is
 u

se
d 

by
 U

S 
N

IO
SH

 (N
at

io
na

l I
ns

tit
ut

e 
fo

r O
cc

up
at

io
na

l S
af

et
y 

an
d 

H
ea

lth
, 2

00
7)

 in
  

co
ns

tru
ct

io
n,

 m
an

uf
ac

tu
rin

g,
 a

nd
 in

du
st

ry
 g

en
er

al
ly.

 It
 is

 a
 b

ro
ad

 u
m

br
el

la
 th

at
 c

ov
er

s 
th

e 
de

si
gn

 o
f e

ve
ry

th
in

g 
fro

m
 h

an
d 

to
ol

s 
an

d 
he

av
y 

m
ac

hi
ne

ry
 a

nd
 b

ui
ld

in
gs

 to
 d

es
ig

n 
ou

t t
he

 
ha

za
rd

s 
to

 w
or

ke
rs

Sa
fe

 (a
nd

 S
us

ta
in

ab
le

) b
y 

de
si

gn
, S

Sb
D 

(E
U 

N
an

oR
eg

, 2
01

6)
 is

 u
se

d 
in

 E
ur

op
e 

fo
r e

m
er

gi
ng

 te
ch

no
lo

gi
es

 li
ke

 s
of

tw
ar

e,
 n

an
ot

ec
hn

ol
og

y 
an

d 
bi

oe
ng

in
ee

rin
g.

 It
 a

im
s 

to
 p

ro
te

ct
 w

or
ke

rs
, 

co
ns

um
er

s,
 a

nd
 th

e 
en

vi
ro

nm
en

t a
t t

he
 re

se
ar

ch
 a

nd
 d

ev
el

op
m

en
t p

ha
se

. R
el

yi
ng

 o
n 

ad
m

in
is

tra
tiv

e 
co

nt
ro

ls
 o

r P
PE

 is
 c

on
si

de
re

d 
to

 b
e 

a 
‘fa

ilu
re

 s
ta

te
’.



PROJECT DELIVERABLES

•	 AI-based multi-label classifier identifying Human Factors Analysis and Classification System (HFACS) root causes 
from incident narratives 

•	 In-house customized LLM recommendation module generating context-aware CCA gap-fill recommendations with 
strong semantic alignment with expert-defined engineering controls

•	 Unified workflow linking incident investigation outputs directly to CCA governance – replacing manual, siloed  
processes with traceable, automated safety management

•	 Modular, fine-tunable architecture allowing organizations to substitute the underlying model with proprietary data, 
addressing AI adoption barriers in regulated high-hazard industries

PRACTICAL IMPLICATIONS

•	 Moves the conversation upstream. Elevates design and eliminates failure modes before hazards are 'locked in'.
•	 Turns the hierarchy of controls into a design-and-diagnosis framework. Adds more resolution with engineering  

controls that have the greatest efficacy.
•	 Helps diagnose over-reliance on less effective controls. Reveals when warnings, procedures, training or PPE are 

'carrying the load'.
•	 Bridges occupational safety with process safety/major incident thinking – to create an integrated lens across  

people, processes, and high-energy hazards.
•	 Supports safer, more sustainable design – to best protect people, assets, and production.

Contact us as a ‘thinking partner’ to discuss your company’s progress and  
how data analytics can create opportunities for enterprise-level enhancements: 
 
Dr. Lianne Lefsrud, P.Eng., CEO, Insight Risk Systems 
780.951.3455 or lianne.lefsrud@insightrisksystems.com

> 1K
Incident and Critical Controls 

Assurance Data

87%
New Model-Generated Critical 
Controls Aligned with Subject 

Matter Expertise

87.2% 
Root Cause 

Identification Accuracy

Data that we analyzed for an Oil & Gas Company with an in-house customized LLM model  (2018-2023)

The hierarchy of controls illustrates the relative 
efficacy of interventions to eliminate hazards 
entirely or mitigate the frequency or severity of 
consequences. Yet, the Brady Review (2020) 
found that 62% of the highest level of controls 
put in place following serious mining accidents 
were administrative controls.

We have worked with 100+ mining operators 
and contractors and 300+ subject matter 
experts, to elaborate bowtie diagrams for major 
incidents/events. From this we identified addi-
tional, more effective critical controls (step 3 in 
ICMM's critical control management process at 
right (Joy, 2022)), using this elaborated hierar-
chy of controls. With this, we can:

•	 identify more effective critical controls 
aligned with hazards-tasks,

•	 build ‘depth of protection’ and resilience into 
operations, and

•	 prevent Material Unwanted Events (MUEs) 
and Major Incident Hazards (MIHs)

Expanding and Leveraging the Hierarchy of Controls


